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ABSTRACT 
Cyber Defense Competition Game is a JavaScript web application used to 
represent a card game version of a Cyber Defense Competition online. Cyber Defense 
Competitions have often been used to teach the concepts of information security and have 
participants compete against each other to protect their assets. This game attempts to 
create many of the same experiences that could be had during a Cyber Defense 
Competition but without much of the setup and taking much less time. 
This project is the first step towards an easily playable card game between two 
players and a moderator. This version of the game was created to be easily modified and 
understood so that future developers can make changes depending on user testing results.  
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CHAPTER 1.    Introduction 
The concept of the Cyber Defense Competition Game was originally created for three 
different reasons. The first and second are to teach people who know nothing about security 
the basic concepts behind it and to teach students who are learning about security in a way 
that is more interactive than a textbook. The third reason for the creation of this project is to 
inform those who make decisions regarding security budgets the cost effectiveness of 
allocating funds towards information security. 
Cyber Defense Competitions have often been used to teach the concepts of 
information security and have participants compete against each other as Blue Teams to 
protect their assets from the Red Team. The Cyber Defense Competition Game is a 
JavaScript web application used to represent a card game version of a Cyber Defense 
Competition online. This game attempts to create many of the same experiences that could be 
had during a Cyber Defense Competition but without much of the setup and taking much less 
time. 
This project is a test bed for future versions of a card game between two players and a 
moderator. Rather than print and reprint cards every time a change is made to the game, this 
version of the game was created to be easily modified and understood. In the game, players 
will go up against another player and either defend or attack company assets, passing control 
back and forth between each other. While the game is occurring, the game moves made by 
each player as well as the random events that happen will be logged such that the game can 
be easily reviewed by the game moderator. The game moderator can then determine what 
changes need to be made to the game before continuing with this game into a card format. 
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CHAPTER 2.    Game Play Overview 
The game objective of each time is simple. The Blue Team wants to protect their 
assets from being compromised and the Red Team wants to compromise as many assets as 
they can. The game is over when either the Red Team compromises the distribution database, 
or the Blue Team protects it for 15 turns. While this is happening, each team scores points 
based on their actions and the outcomes. In figure 2.1, all the assets are displayed. The top 
level is the DMZ, public facing assets, and the second layer is the company’s local network. 
The Red Team can only see the public facing assets until they are able to compromise one. 
Once one is compromised, the local network becomes visible. 
 
Figure 2-1  Blue Team's Assets 
Within each of the 15 turns, there are nine different stages of the turn that involve 
making moves, randomness, and transferring of game control. Figure 2.2 is list of all the 
stages and how the turns play out. Steps 1 through 4 are part of Blue’s control, Steps 5 
through 7 are Red’s control, and steps 8 and 9 are random effects for both teams to observe. 
During gameplay, the game background changes colors such that an observer would know 
who is currently in control. The background is blue for blue’s control, red for red’s control, 
and gray when both teams can view what is occurring. 
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Figure 2-2  Game Stages 
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CHAPTER 3.    Blue Team’s Control 
Drawing Cards 
The first stage of Blue Team’s control is to draw cards. In the first turn of the game, 
each team draws three cards rather than the usual one. In figure 3.1, you can see the results of 
the Blue Team drawing cards in their first turn. Table 3.1 shows a table of all the possible 
blue cards and what they do. Each card has a different number of occurrences in the deck 
making certain cards rarer than others. Each card also has a cost required to use it. The Blue 
Team starts out with $20 that they can use in the first turn. 
 
Figure 3-1  Blue Team Drawing Cards 
The cards each have their own uses in the game. Patch cards are used to remove 
vulnerabilities from certain assets, recovery cards are used to remove compromises from 
assets, the other cards either make the Red team take more manpower or reduce the cost of 
Blue Cards. 
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Blue Team Card Name 
Type Cost Num 
Cards 
Effect 
Database Patch Patch Card 5 5 Patch Database Server 
vulnerability 
Web Server Patch Patch Card 5 6 Patch Web Server vulnerability 
Intrusion Detection 
System (IDS) 
System Card 10 1 Reduce cost of Incident 
Response by 50% in cash 
Employee Phishing 
Training 
Preventative 
Card 
5 2 Trains employees against 
phishing - Takes longer 
Parallel Patching 
Process 
Enhancement 
Card 
10 1 Patch runs apply to any system 
with vulnerability 
Incident Response Recovery Card 10 4 Clear compromise from one 
server 
AD Patch Patch Card 5 5 Patch Vulnerability its AD 
Consultants Preventative 
Card 
10 2 Reduce cost of all actions for 2 
turns 
OS Patch Patch Card 5 3 Patch OS vulnerability 
Password Complexity 
Policy 
Preventative 
Card 
10 1 Makes social engineering - 
Takes longer 
Web Application 
Firewall 
System Card 15 2 Protects from web exploits - 
Takes longer 
Intrusion Prevention 
System (IPS) 
System Card 20 1 Protects any server - Takes 
longer 
Incident Response + 
Forensics 
Recovery Card 15 2 Clears compromise from server, 
including persistence 
Password Manager 
Policy 
Preventative 
Card 
5 1 Thwarts password cracking - 
Takes longer 
Table 3-1  Blue Team's Cards 
Playing Cards 
The next step of Blue’s control is when Blue can play cards. While Blue can use 
some cards during the draw stage, this turn allows them to apply cards to assets. Hovering 
over cards allows the Blue player to get a description of what the card does as well as a cost 
to use the card. If the card is used, clicking on the card instantly uses it. If the card is applied 
to an asset, clicking on it selects the card and then clicking on an asset applies the card to the 
asset. 
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Figure 3-2  Blue Team Playing Cards 
 
Figure 3-3  Blue Team Hovering Over Database Patch 
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Applying a Vulnerability 
The last part of Blue Team’s turn is to apply a randomly generated vulnerability to 
one of its assets. In figure 3.4, a workstation vulnerability was drawn which can only be 
applied to an Employee Workstation (Emp Wkst). If the vulnerability could be applied to 
multiple assets, the Blue player gets to pick which asset to apply the vulnerability to. Table 
3.2 defines which vulnerabilities effect each asset. 
 
Figure 3-4  Blue Team Applying a Vulnerability 
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Vulnerabilities Asset 
# 
Web 
server 
DB DB 
code 
Server 
OS 
Workstation AD  Web 
App 
Sales App - 0 
      
x 
Web Portal -  1 
      
x 
Email Server - 2 x 
  
x 
   
Dist. DB - 3 
 
x x 
    
Sales DB - 4 
 
x x 
    
Man/Inv DB -  5 
 
x x 
    
Emp Wkst - 6 
    
x 
  
AD Server - 7 
   
x 
 
x 
 
Video Server 8 x 
  
x 
   
Sales App & 
Dist DB 
0 
 
x x 
   
x 
Table 3-2  Vulnerabilies that can be applied to each Asset 
In a case where all possible assets of a certain vulnerability are already vulnerable, no 
additional vulnerability is applied and the game progresses to the next turn. 
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CHAPTER 4.    Red’s Control 
Drawing Cards 
The first stage of Red Team’s control is also to draw cards. In the first turn of the 
game, each team draws three cards rather than the usual one. In figure 4.1, you can see the 
results of the Red Team drawing cards in their first turn. Table 4.1 shows a table of all the 
possible red cards and what they do. Each card has a different number of occurrences in the 
deck making certain cards rarer than others. Each card also has a manpower required to use 
it. Manpower is a currency that the Red Team that increases at the end of each turn. The Red 
Team starts out with 5 manpower that they can use in the first turn.  
 
Figure 4-1  Red Team Drawing Cards 
In the example above, Red Team drew three exploit cards. Each of these cards exploit 
a vulnerability on a different type of asset. 
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Red Team 
Card Name 
Type Manpower 
(cost) 
Num 
Cards 
Effect 
Deep Research Research 2 2 Take one of the top 15 cards in your 
deck, available after two turns 
Web Research Research 1 4 Take one of the top 5 cards in your 
deck, available at end of next turn 
General 
Phishing 
Exploit 2 2 Compromise random visible system 
Database 
Exploit 
Exploit 1 4 Exploit vulnerability in Database Code 
Application 
Exploit 
Exploit 1 4 Exploit Vulnerability in a Web App 
Rootkit Persistence 1 2 Incident Response does not eliminate 
compromise 
Surfing the 
Forums 
Research 0 4 Draw 2 more cards 
OS Exploit Exploit 1 4 Exploit OS Vulnerability 
Stealth Stealth 0 2 Applies stealth to an action/exploit. B2 
turns before reveal to Blue 
Social 
Engineering 
Exploit 1 2 Compromise random visible system, 
cannot be trained away by Employee 
Phishing Training 
Password 
Cracking 
Persistence 2 2 Gain administrative access to system 
for stealth 
Darkweb Research 1 2 Peak at next vulnerability to be drawn 
from deck 
Table 4-1  Red Team's Cards 
For the Red Team, there are also different card types. Exploit cards are used on assets 
and exploit a vulnerability currently on the asset to compromise it, research cards help the 
Red Team gain knowledge or more cards, persistence cards make it more difficult for Blue 
Team to recover assets, and stealth cards hide Red’s moves from Blue. 
Playing Cards 
This turn works much like Blue’s turn of playing cards except Red Team can only 
view the public facing assets until one of them are compromised. Figure 4.2 shows the 
original view of the Red Team before an asset is captured. Once one of the public facing 
assets are compromised, the number of assets the Red Team can see is updated. Figure 4.3 
11 
shows the Red Team’s view when the Email Server is compromised.
 
Figure 4-2  Red Team Playing Cards 
 
Figure 4-3  Red Team Viewing Local Network 
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Using cards for the Red Team works the same way as the Blue Team. Hovering over 
a card gives its description and clicking either uses the card or selects it such that it can be 
used on an asset. 
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CHAPTER 5.    Anomalies 
One way that the game differs between multiple times playing it are the random 
anomalies that occur. Both teams view the screen at this time and get to know what is 
happening. Anomalies are game changing random event that effects the future of the game. 
Figure 5.1 shows the anomaly screen with the Fire Drill anomaly occurring. For this 
anomaly, a six sided dice is rolled to determine if the Red team is able to view Blue’s hand. 
In figure 5.1, the Red Team rolled a four, so Blue did not have to reveal their hand. If red did 
roll a six on their dice, the Blue Team’s hand would appear on the left side of the screen. 
 
Figure 5-1  Fire Drill Anomaly 
Table 5.1 describes each of the six anomalies. Each of these have an equal 
opportunity of  
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Card Name Type Effect 
Change Freeze Standard Blue may not install patches or systems next turn 
Zero-Day Vulnerability OS Vulnerability is applied and may not be patched next 
turn 
Fire Drill Random Roll a 6 on a d6 and Red gets to see Blue's hand 
High Profile Hacks in 
the News 
Cash Blue gets 20 extra cash 
Customer Complaints Change Integrate Distribution Database with the Sales App 
New Asset Change Install a video server in the DMZ - Cost 10/Cost 5 + 1 
Vulnerability/Cost 0 + 2 Vulnerabilities 
Business is Booming Change Blue gets $20 
Table 5-1  List of All Anomalies 
Both the Customer Complaints and the New Asset involve a change in the way the 
assets work. Figure 5.2 shows the Customer Complaint Anomaly occurring. When this 
happens, the Sales App and Distribution Database merge to become one public facing asset. 
If either of the assets were vulnerable, the new asset becomes vulnerable. If either of the 
assets were compromised, the new asset also becomes compromised. Since the Red Team 
wins by compromising the Distribution Database, this new asset becomes the asset to 
compromise for the Red Team to win. 
The New Asset can be seen occurring in Figure 5.3. This introduces a new asset into 
the public facing network. 
If one of the anomalies occurs, it stays in the future possible anomalies and can occur 
again. For one of the one-time anomalies like New Asset mentioned above, there is no effect 
and we can proceed to the next turn. 
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Figure 5-2 Customer Complaints 
 
Figure 5-3  New Asset 
 
16 
CHAPTER 6.    Replenishment 
At the end of each turn, each team has some of their resources replenished. The 
replenishment turn notifies each player that the turn has ended. Blue team gains $5 and Red 
team gains 2 manpower as seen in Figure 6.1.  
 
Figure 6-1 Replenishment 
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CHAPTER 7.    Conclusion 
In conclusion, the Cyber Defense Competition is in no way a finished product but 
rather a platform for those familiar with the game to test the game play and recommend 
changes. Despite that, it is available to preview at www.iserink.org/cdcgame and a 
presentation version is available at http://www.iserink.org/cdcgame/cdccardgame.pdf.  
Future works of this project could take it to be a card game with a proper deck and 
instructions or a game developed in unity that is much more graphically appealing. Once this 
project is play tested, changes can easily be made to balance and perfect this version of the 
Cyber Defense Competition game.  
 
 
 
  
